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scope?7 Proxmox Appliances
Ready-to-run Appliance with Y PROXMOX

IT administrators and engineers prefer to purchase “solution-in-a-box” as
they only need to work with a single vendor for any issue (both hardware
and software) with the solution. This means, solutions which come in an
appliance are always preferred. In today's complex IT security world, a com-
pany typically needs to purchase various different security solutions to
complete their security/defense needs. This will mean having to manage
and maintain a rack of appliances from different security vendors. The in-
vestment and management/maintenance cost is high. If the currently used
software solution no longer meets the requirements and is to be changed,
there is often no further use for the purchased hardware on which the soft-
ware was operated. The problem is that the software is tied to the hard-
ware of the provider and therefore not suitable for a change. Typically, re-
placement of the whole appliance is required. This is expensive.

With SECUDOS's Proxmox Appliances, companies are now able to save on
their IT security investments. At the same time, the company enjoys a host
of flexibility with allocation of resources and switching of vendors. The
SECUDOS Proxmox Appliance lets the IT administrator install, host and ma-
nage all the required IT security solutions as virtual servers (VPS) on one
single appliance platform. Should the company decide to change a firewall
vendor or an anti-virus vendor, it can easily be done through firing up a
new VPS for the new software and shutting down the old. The only new in-
vestment here is the license fee for the new software, there is no need to
allocate budget for new hardware. The “hardware” resources used to run
the old software is recycled and used in the new software.

In just one SECUDOS Proxmox Appliance platform, a company can install
and host all its applications with SECUDOS as its long term support partner.
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Benefits of migrating to SECUDOS Proxmox Appliance:

Investment Protection

By consolidating the applications from the traditional servers and server
appliances into a SECUDOS Proxmox Appliance platform, you can rationa-
lise your investment and achieve better utilisation rate. You have full flexi-
bility to allocate and reassign your hardware resources (Storage, RAM, CPU)
as and when required, unlike traditional server or appliance systems where
the hardware resources are permanently tied to the specific software it is
hosting.

Multifunctional Solution

With the SECUDOS Proxmox Appliance platform, you can host multiple ap-
plications, add new virtual servers (VPS) and install new applications on it,
stop/remove applications which is no longer required. All these can be
executed easily from the management Uls in the SECUDOS Proxmox Ap-
pliance. For example, you can easily map two firewalls on the network
(from 2 different vendors) just by using the Uls on the SECUDOS Proxmox
Appliance.

Future-Proof Hardware

Unlike all-purpose servers, the SECUDOS Proxmox Appliances are specifi-
cally designed for their purpose. The internal bus systems are designed for
high data throughput and VPN performance. Crypto accelerators at the
CPU level or as independent hardware options increase the throughput
considerably. LCD displays and / or LEDs provide the user with up-to-date
system information. Through the direct connection within the Proxmox Ap-
pliances, all gateway solutions are designed in such a way they can commu-
nicate extremely fast with each other.
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Installer Gallery

SECUDOS

SECUDOS Proxmox Installer Gallery

VMHost  Logout

SECUDOS Installer Gallery

ARP-GUARD

ARP :GUARD .:

ARP-GUARD is a NAC solution which provides
Network Access Control, VLAN Management,
Endpoint and Layer 2 IPS.

SECUDOS FTA

y
Qiata is a server-based web solution to easily
transfer any large files encrypted. Send your files

from your familiar E-Mail client via webUI or
directly from any windows application.

IPFire
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1PFire is a professional and hardened Linux firewall
distribution that is secure, easy to operate and
coming with great functionality so that it is ready
for enterprises, authorities, and anybody else.
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Barracuda CloudGen Control Center

l( Barracuda

Once-only Central Management for Barracuda
CloudGen Firewall F-Series

Reddoxx MailDepot

My
REDDOXX

Boasting more than 3,000 installations in Germany
REDDOXX is one of the leading manufacturers of
-mail archiving, spam and virus protection as well
as e-mail encryption solutions.

Untangle

Untangle®

Untangle, a network software and appliance
company, provides the most complete multi
function firewall and Internet management
application suite available.
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ESET REMOTE ADMINISTRATOR

ESET Remote Administrator 6 (ERA) is an
application that allows you to manage ESET
products on client workstations, servers and
mobile devices in a networked environment from
one central location.

HOB RD VPN

HOR
Cyber Security

HOB RD VPN is a universal SSL VPN Connectivity
Platform that makes it possible to access any data
or applications stored in your enterprise network
from any end device.

pfSense CE-2.4.2

pfSense®

pfSense is a free and open source firewall and
router that also features unified threat
management. load balancing, multi WAN, and
more.
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SECUDOS ECAS
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EASY-CRYPT-AND-SHARE

ECAS is your safe and autonomous personal space.
You can access your files anytime, anywhere and
share them with others easily and safely.

Tine 2.0

tine®)

Tine 2.0 offers classic groupware components and
sets standards in the field of collaboration.

OPNsense 17.7
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OPNsense is an open source, easy-to-use and
easy-to-build FreeBSD based firewall and routing
platform. OPNsense includes most of the features
available in expensive commercial firewalls, and
more in many cases.

To take away the complexity of installing a software into the Proxmox ap-
pliance, SECUDOS collaborates with software partners to make available
their solutions in the SECUDOS Installer Gallery. The gallery offers a wide
range of predefined software solutions that can be installed with just a few
clicks. Simple and easy! No need to worry about complex installation steps!

IT-SECURITY FROM THE RUHR AREA.
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SECUDOS Proxmox Appliances: The Advantages

Simple and Intuitive Administration

The SECUDOS Proxmox Appliance comes pre-installed with Proxmox and
the SECUDOS Installer Gallery. This allows you to set up a VM to run your
desired software requires just a few clicks of the mouse, making set up of
your VM solutions quick and easy. If you were to build the Proxmox server
from scratch, you will have to deal with hardware selection and matching.
Handling compatibility issues and troubleshooting them will cost you a lot
of time.

Can stand almost any price comparison

The extremely powerful hardware does not only impress with flexibility and
a lot of features, but also in terms of a direct price comparison with other
solutions. The costs of the SECUDOS Proxmox Appliances are fairly calcu-
lated and reasonable. There are only few order items for each appliance
and rather no follow-up costs.

Energy Efficient

Instead of running individual servers for each application, by consolidating
all your applications to run on the SECUDOS Proxmox Appliance, you will
not only save money on your infrastructure investment but also on the cost
of running the systems. The SECUDOS Proxmox Appliance will help you
achieve high energy efficiency.



BASIC

scope?/-Proxmox-Basic

Key Features
e Intel® Core™ i5

e 16GB DDR4

e 1 x480GB Intel server-grade SSD

e 1 x64GB mSATA SSD
e 2xUSB3.0
e 6 X GbE RJ45 ports

SECUDOS

BASIC +
scope?7-Proxmox-Basic+

Key Features
Intel® Xeon® E3v6
32GB DDR4
2 x 480GB Intel server-grade SSD
1 x 64GB mSATA SSD
2xUSB 3.0
6 x GbE RJ45 ports
2 x SFP Ports

The scope7-Proxmox-Basic is offered in two configuration levels. In its entry
level version, the scope7-Proxmox-Basic is equipped with an Intel® Core ™
i5, 16GB DDR4 RAM, a 480GB Intel® server-grade SSD and a 64GB mSATA
SSD. In addition, the device has an IPMI card installed. The second variant,
the scope7-Proxmox-Basic+, uses an Intel® Xeon® E3v6, 32GB DDR4 RAM,
two 480GB Intel® server-grade SSDs and also a 64GB mSATA SSD. The Plus
version also uses IPMI and is especially designed for companies with high

requirements.

IT-SECURITY FROM THE RUHR AREA.
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BUSINESS

BUSINESS +

scope7-Proxmox-Business | scope7/-Proxmox-Business+

Key Features
Intel® Xeon® E5 (10 x 2,4GHz)
128GB ECC DDR4
2 x 960GB Intel server-grade SSD
1 x 64GB mSATA SSD
8 x GbE RJ45 ports
4 x GbE SFP+ ports

Key Features
Intel® Xeon® E5 (18 x 2,1GHz)
128GB ECC DDR4
2 x 960GB Intel server-grade SSD
1 x 64GB mSATA SSD
8 x GbE RJ45 ports
4 x GbE SFP+ Ports

e Redundant power supply e Redundant power supply

The scope7-Proxmox-Business is suitable for medium to large companies.
The business version of the scope7 Proxmox appliances is also available in
two expansion stages. The first expansion stage is equipped with an Intel®
Xeon® E5, 128GB ECC DDR4 RAM, two 960GB server-grade SSDs and a
64GB mSATA SSD. The scope7-Proxmox-Business also has 4 SFP + ports
and a redundant power supply. The Plus version of the Business version
has similar features, but includes a stronger CPU for even more compute-
intensive applications and more power.

IT-SECURITY FROM THE RUHR AREA.
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ENTERPRISE

scope?/-Proxmox-Enterprise

Key Features
¢ 2 xIntel® Xeon® Gold 6130
e 640GB ECCDDR4
e 4 x4TB Intel NVMe SSD
e 1 x64GB mSATA SSD
e 8x GbE RJ45 ports
e 4 x GbE SFP+ ports

e Redundant power supply

The scope7-Proxmox-Enterprise is suitable for large companies and corpo-
rate headquarters. The enterprise version of the scope7-Proxmox series is
the strongest system in the Proxmox range. The system is equipped with
two Intel® Xeon® Gold 6130, 640GB ECC DDR4 RAM, four 4TB Intel NVMe
SSDs and a 64GB mSATA SSD. The scope7-Proxmox Enterprise also has 4
SFP + ports and a redundant power supply.

IT-SECURITY FROM THE RUHR AREA.
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Contact

Manufacturer
SECUDOS GmbH
Sudfeld 9C
D-59174 Kamen

Germany

About SECUDOS

Contact us!

Contact
Tel.: +49 2307 28 50 53 30
Fax.: +49 2307 28 50 53 31

Mail: sales@secudos.de

SecCubDOS

Opening hours
Monday-Friday:
09:00 am - 05:00 pm

Closed on Saturday &
Sunday and public holi-
days

SECUDOS is an innovative and rapidly expanding appliance technology and

services provider focused on IT security and compliance. As a specialist in
appliance technologies, its roots date back to 1996. SECUDOS is one of the
pioneers in the IT appliance environment. As a quality leader, SECUDOS
combines solutions from selected software providers with the highest qua-

lity appliance hardware.




